Anonymneé internetovée hlasovanie

Tento navod sldzZi na vytvorenie internetového hlasovania, ktoré méze sluzit napriklad pre Statnicovd komisiu, alebo pre
potreby anonymného hlasovania na zasadnutiach akademickych organov. Tento ndvod je adaptaciou ndvodu, ktory je
uvedeny tu, https://is.stuba.sk/auth/dok server/slozka.pl?ds=1;id=205651;lang=sk. Zaroven, je dblezZité upozornit, Ze ide
internetovy program, ktory vyuziva STU v Bratislave na Gcely hlasovania.

1 Vytvorenie hlasovania a jeho spravovanie

1. Hlasovaci systém je dostupny na adrese https://vote.heliosvoting.org/ a vieme sa do neho prihlasit pomocou
STUBA Google uctu.
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helle

Helios offers verifiable online elections.

Log In to Start Voting

We believe democracy is important, whether it's your book club, parent-teacher association, student

government, workers' union, or state. So we've made truly verifiable elections as easy as everything ;.a google
else on the Web

' ! ) n facebook
Helios elections are:

« private no one knows how you voted
« verifiable: each voter gets a tracking number
« proven: Helios is open-source, vetted by top-tier experts, and in use by major organizaticns.

More than 2,000,000 votes have been cast using Helics.

not logged in. E

2. Po uspesnom prihlaseni, uvidime pracovnu obrazovku, na ktorej mame moznost vytvorit hlasovaci listok ,create
an election”, alebo v paneli vpravo (oranzovy obdiznik) budeme méct spravovat zoznam hlasovacich listkov, ktoré
sme v minulosti vytvorili, alebo ktoré si aktualne aktivne. Tento navod bude dalej pokracovat vytvorenim
hlasovacieho listka. Spravu hlasovacich listkov rozoberieme v tomto navode neskor.
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We believe democracy is important, whether it's your beok club, parent-teacher association, student
government, workers’ union, or state. So we've made truly verifiable elections as easy as everything

Helios offers verifiable online electicns.

else on the Web Administration

none yet E
Helios elections are:

Recent Votes
= private: no one knows how you voted. e E

« verifiable: each voter gets a tracking number.
« proven: Helios is open-source, vetted by top-tier experts, and in use by major organizations

More than 2,000,000 votes have been cast using Helios

logged in as *§ Martin Klauéo

3. Po kliknuti na ,,create an election” sa ndm zobrazi formular, ktory obsahuje 10 bodov, ktoré musime vyplnit.

1) Bod 1: kratky ndzov hlasovacieho listka, pozor tento ndzov nesmie obsahovat medzery, pretoZe na
zaklade neho sa bude generovat url adresa pre ucastnikov hlasovania.

2) Bod 2: plny nazov hlasovacieho listka, uz moze obsahovat medzery.

3) Bod 3: vyplnime popis hlasovania.

4) Bod 4: v pripade Statnicovych komisii, ako aj inych hlasovani na zasadnuti akademickych organov volime
moznost ,Election”.

5) Bod 5: Zaskrtneme tuto polozku, aby sme zabezpecili anonymitu ucastnikov hlasovania. Jednotlivi
Ucastnici budu pre potreby hlasovania teda zobrazovani ako , V#“, kde # sa automaticky nahradi za &islo
automaticky.

6) Bod 6: Tuto moznost zaskrtneme, ak chcem aby sa jednotlivé otazky na hlasovacom listku uéastnikom
zobrazili v ndhodnom poradi. V nasich pripadoch vsak vacsinou odpovede na hlasovacie otazky su ,ano”,
,hie”, ,zdrZzal som sa“, a to nie je potrebné ndhodne zamiesat.

7) Bod 7: Tuto moznost zaskrtneme, tym padom, bude hlasovanie len na pozvanku.

8) Bod 8: emailova adresa organizatora hlasovanie, vyplni sa automaticky.

9) Bod 9 a 10: Hlasovanie je moZné ¢asovo obmedzit. Pozor, tento systém funguje iba v UTC ¢asovom
pasme, a preto je dblezité ¢as spravne nastavit. Teda ak mame na Slovensku zimny ¢as (stredoeurdpsky
¢as - SEC), tak nds &as je oproti UTC ¢asu posunuty o 1h, t.j. 08:00 UTC je 09:00 SEC. Pocas letného &asu
je posunutie +2h, t.j. 08:00 UTC je 10:00 SELC. Je odportcané zvolit tento ¢as, tak aby v riom bola
zahrnutd aj rozumnd casovd rezerva. Samotné zvolenie ¢asového okna (aj keby bolo napr. celodenné),
nijakym spdsobom neovplyviiuje anonymitu resp. bezpecnost hlasovania.

4. Po vyplneni formularu klikneme na ,,next”, a tym prejdeme na tvorbu otdzok hlasovania.
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Create a New Election

Short name:

(1)

Name: 9_/1

Description:

()

type

Use voler aliases

© ©

Randomize answer order;

(=)

Private?

()

Help Email Address:

(=)

Voling starts at

()

\oting ends at:

()

Next ==

test-nlasovania

no spaces, will be part of the URL for your election, e.g. my-club-2010

Testavanie hlasovanie

the pretty name for your election, e.g. My Club 2010 Election

popis hlasovania, popripade info ghladem akel zalezitost 53 hlasuis

Election v

L

If selected, voter identities will be replaced with aliases, e.g. "W12", in the ballot tracking center

enable this if you want the answers to questions to appear in random order for each voter
L

A private election is only visible to registered voters.

martin_klauco@stuba sk

An email address voters should contact if they need help.
May |4 w|2020 "

08 |00 ¥

UTC date and time when voting begins

May v|[4 w2020 v

09 v |00 ¥

UTC date and time when voting ends

logged in as *§ Martin Klauéo
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Testovanie hlasovanie ﬁ

private election created by *§ Martin Klauéo ﬁﬁ

popis hlasovania, popripade info ohladom akej zalezitosti sa hlasuje

questions (0) | voters & ballots | trustees (1)

Next Step: add questions to the ballot, and
enter your voter list (or open registration to the public)

voting is not yet open

You are not eligible 1o vote in this election.

Audit Info

logged in as *] Martin Klauéo [JETEY

5. Otéazku vytvorime kliknutim na ,,questions (0)“. Nula v zatvorke znamena, Ze vytvorené hlasovanie nema
pridelend Ziadnu otazku.
6. Objavi sa ndm formular, v ktorom vypiSeme otdzku a jednotlivé moznosti odpovedi. Nastavime jednotlivé
polozky nasledovne:
1) Bod 1: pocet minimalnych odpovedi od uZivatela
2) Bod 2: pocet maximalnych odpovedi od uZivatela. V pripade, Ze potrebujeme, aby uZivatel zvolil prave
jednu odpoved, nastavime 1 a 1, tak ako na obrazku nizsie.
3) Bod 3: zvolime ,absolute”.
4) Bod 4: Vypiseme otazku.
5) Bod 5: Do poli¢ok vedla , Answer #x“ vypisSeme jednotlivé odpovede. Napriklad {dno, nie, zdrzal som sa}.
Pozor, kazdy blok otazky pozostava z dvoch poli¢ok, pricom do prvého vpisujeme mozno odpovede, a do
druhé nechavame prazdne.
6) Bod 6: Po vyplneni otazok, klikneme na ,,add question®.
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Testovanie hlasovanie — Questions | 1

no questions yet

Add a Question:

Select between (1 »| and |1 v answers. Result Type: | absolute ¥
() 2) ©)
Question: 0, Obhajil $tudent XY pracu? |
9_,- ano |
Answer #1 Link (optional, it OF https only):
nie |
Answer #2 Link (optional, htts OF hitps only):
zdrZal som sa |
Answer #3 Link (optional, htte of https only):
ANSWerEs Link (optional, htte of https only):
Answer #5

Link (optional, http O https only):

add question @

logged in as *3 Martin Klauco |:|
7. Nasledne sa zobrazi potvrdzovacia stranka, ktord ndm umozni danu otazku bud vymazat (¢ervenym podsvietené

,X“) alebo editovat (zZltym podsvietené ,edit”). Taktiez m6Zzeme hned pridavat aj dalSiu odpoved podla
predoslého bodu. V pripade, Ze nepotrebujeme vykonat Ziadne dalSie zmeny, klikneme na ,,back to election”.
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Testovanie hlasovanie — Questions | 1

-[edit]|1. Obhdjil student XY pracu? (approval, select between 1 and 1 answers, result

type absolute.)

* ano
« nie
« zdrZal som sa

Add a Question:

Select between [0 v| and |1 v | answers. Result Type: | absolute ¥

Question:

Answer #1 Link (optional, htte of https only):

Answer #2 Link (optional, http OF https only):
Answer #3 Link (optional, http OF https only):
Answer #4 Link (optional, nttp OF https only):
Answer #5

Link (optional, http O https only):

add question

logged in as *3 Martin Klauco |:|

8. Nasledne potrebujeme pridat hlasujucich. Klikneme na ,voters & ballots”.
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‘./ MENU —

Testovanie hlasovanie ﬁ

private election created by *§ Martin Klauco ﬁ

popis hlasovania, popripade info ohladom ake] zalezitosti sa hlasuje

questions (1) | Joters & ballots_ | trustees (1)

Next Step: enter your voter list (or open registration to the public)

voting is not yet open

You are not eligible to vote in this election.
extend voting

Audit Info

logged in as *§ Martin Klauco E

9. Zvolime moznost ,bulk upload voters”. KedZe ide o privatne hlasovanie, je potrebné dopredu vypisat mnozinu
¢lenov, ktori mozu hlasovat.

\./ MENU —

Testovanie hlasovanie — Voters and Ballot Tracking Center

[back to election]

Who can vote? Only the voters listed here.
Your election is marked private, which means you cannot open registration up more widely.
bulk upload voters

no voters

logged in as *§ Martin Klauco
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Testovanie hlasovanie — Bulk Upload
Voters | ]

If you would like to specify your list of voters by name and email address,
you can bulk upload a list of such voters here
Please prepare a text file of comma-separated values with the fields:

<unique_idr,<emailr,<full name>
For example:

benadida,benfiadida. net,Ben Adida
bobsmith, bobf@acme.org,Bob Smith

The easiest way to prepare such a file is to use a spreadsheet program and to export as "CSV".
Choose File |test.cav

go

logged in as *§ Martin Klauco |:|

10. Na vypracovanie tohto zoznamu je vhodné pouzit napriklad MS Excel, LibreOffice SpreadSheet alebo iny textovy
editor, ktory v ktorom vieme vytvorit tzv. CSV subor. Zoznam hlasujucich musi byt v nasledujicom tvare

prihlasovacie meno, email, plné meno

¢o vieme spravit nasledovne v Exceli:

| A B C D E F B
xklaucol martin.klauco@gmail.com M. Klauco 1
xklauco2 martin.klauco@gmail.com M. Klaudo 2
xklauco3 martin.klauco@gmail.com M. Klauéo 3

Y I

~| | Ch | Ln

test ) 1 ’

Tento subor nasledne ulozime ako ,, CSV UTF-8“.

11. Tento subor nahrame na Helios server pomocou stlacenim ,,choose file“ a nasledne potvrdenim stlacenim
tlacidla ,,go”.

12. Systém nas vyzve na potvrdenie zoznamu hlasujucich. Ak sme sa pomylili, klikneme na ,,no, let me upload a
different file“, ak je zoznam v poriadku potvrdime ,Yes, let’s go”.
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Testovacie hlacovanie — Bulk Upload Voters —
Confirm[back to election]

You have uploaded a file of voters. The first few rows of this file are:

Voter Login Email Address Name

xklauco martin_klauco@gmail.com || M. Klauco 1
xklauco2 martin.klauco@agmail.com | M. Klauto 2
xklauco3 martin.klauco@agmail.com | M. Klauto 3

Does this look right to you? | Yes, let's go

na, let me upload a different file |

logged in as *§ Martin Klauéo

13. Poslednu akciu, ktoru treba vykonat je zafixovat hlasovanie a zoznam hlasujicich a mézeme pristupit
k hlasovaniu. Akciu vykoname kliknutim na ,freeze ballot and open election”. Potom opét klikneme na ,Freeze

the ballot”.

O 4
Testovanie hlasovanie ﬁ

private election created by *J Martin Klau€o W E

popis hlasovania, popripade info ohladom akej zalezitosti sa hlasuje

questions (1) | voters & ballots | trustees (1)

open election.

allot anc

Next Step: fre
once you do this, the election will be ready for voting and will open automatically

at May 4, 2020, 8 a.m., as per your settings.

voting is not yet open

You are not eligible to vote in this election
extend voting

logged in as *J Martin Klauco E

14. Nasledne opat klikneme na ,voters & ballots” a odosleme automatizovany email jednotlivym hlasujdcim
kliknutim na ,,email voters”. Zobrazi sa potvrdzovacie okno, pricom sa musime presunut na koniec stranky

a potvrdit odoslanie mailu hlasujucim kliknutim na ,Send”.

Strana 9/16



:/ Helios Voting About Code Docs FAG Privacy Help!

Testovacie hlacovanie — Voters and Ballot Tracking Center [back to election]

Who can vote? Only the voters listed here.

email voters

Prior Bulk Uploads:
= 139 bytes, at May 4, 2020, 6:13 a.m.. done processing. 3 voters loaded

no votes yet

Voters 1 -3 (of 3)

Actions Login Email Address Name Alias Smart Ballot Tracker
[email] [x] | xklauco3 martin.klauco@gmail.com M. Klauéo 3 V1 -
[email] [x] | xklauco2 martin.klauco@gmail.com M. Klaugo 2 V2 -
[email] [x] | xklauco1 martin.klauco@gmail.com M. Klaugo 1 V3 -

logged in as *§ Martin Klauéo

15. Do mailovej schranky hlasujlcich pride email, ktory je vygenerovany pre kazdého uzivatela unikatne, s obsahom
ako na nasledujucom obrazku:
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Vote: Testovanie hlasovanie Inbox x

Helios Voting Administrator <system@heliosvoting.org=
tome -

Dear Martin Klauéo,

Election URL: https://vote heliosvoting, orgthelios/eftest-hlasovanialvots
Election Fiﬁerpn’nt.‘ JDTBZ&UXE?T‘IEALHKRSEMrpEmnKjﬂndDhﬁyzcEng,

Your voter |D: klauco
Your password: x3exgSHMagJ

In arder to protect your privacy, this election is configured
to never display your voter login 1D, name, or email address to the public.
Instead, the ballot tracking center will only display your alias.

Your voter alias is V1.

IMPORTANTLY, when you are prompted to log in to vote,
please use your *voter ID*, not your alias.

Helios

Kazdému hlasujicemu je vygenerovany unikatny link len pre dané hlasovanie, na ktorom mdze vykonat hlasovanie dana
uzivatel, a meno heslo, ktoré je platné len pre dané hlasovanie. Blizsie informacie ako hlasovat, je vysvetlené
v kapitole 2.

16. Po dokonceni hlasovania, je nutné kliknut na ,compute encrypted tally” a (2x) potvrdime tdto akciu. V tejto ¢asti
sa Ciasto€ne vygeneruju vysledky hlasovania. Tato akcia chvilu trva, a je potrebné po par sekundach znovu
nacitat stranku.
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Testovacie hlasovanie
private election created by *§ Martin Klauto E E

popis hlasovania, popripade info ohladom akej zalezitosti sa hlasuje
questions (1) | voters & ballots | trustees (1)

Next Step: compute encrypted tally

The encr-ypled votes will be combined into an encrypted tally. Once this is done
trustees will be asked to provide their share of the decryption.

Vote in this election

This election is scheduled to end at May 4, 2020, 1 p.m. (UTC)

You are not eligible to vote in this election.

logged in as 3 Martin Klauto ﬁ

17. Nasledne klikneme na ,,compute results”.

:/ Helios Voting About Code Docs. FAQ Privacy Help!

Testovacie hlasovanie

private election created by *§ Martin Klauco EE

Testovacie hlasovanie

questions (1) | voters & ballots | trustees (1)

Next Step: compute results
—_ =

The result will be computed and shown to you, the administrator, only.

Election closed. Results will be released soon.

Audit Info

logged in as *§J Martin Klauco

18. Nasledne sa ndm zobrazia vysledky hlasovania, avsak pre transparentné vyhodnotenie vysledkov je potrebné
zvolit moznost ,release result”. Tuto akciu musime 1x potvrdit, ¢o nas presmeruje na stranku z odoslanim
emailu véetkym hlasujlicim. Na tejto stranke je potrebné kliknat v dolnej ¢asti na ,,Send*”.
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Testovacie hlasovanie

private election created by *§ Martin Klauco E

Testovacie hlasovanie
questions (1) | voters & ballots | trustees (1)

Next Step: release result
The result displayed below is visible only to you.
Once you release the result, it will be visible to everyone.

Tally

Question #1
Obhajil student XY pracu?

ano 1
nie 0
zdrZal som sa 1
Audit Info

logged in as *J Martin Klauco

19. Do mailovej scharnky nam pride link, ktory ked otvorime, nas vyzve na zadanie prihlasovacich udajov z bodu 15,
a nasledne sa zobrazia vysledky hlasovania.

‘./ ’ Helios Voting About Code Docs FAQ Privacy Help!

Testovacie hlasovanie
private election created by *J Martin Klauco

Testovacie hlasovanie

questions (1) | voters & ballots | trustees (1)

This election is complete

Tally

Question #1
Obhajil student XY pracu?
ano 1
ne 0
zdrZal som sa 1

Audit Info

‘You are signed in as voter V3 in election Testovacie hlasovanie [sign ouf]

2 Ako hlasovat v systéme Helios Voting

1. Informdcia o hlasovacom listku pride do emailovej schranky a ma nasledovny charakter:
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Vote: Testovanie hlasovanie Inbox x

Helios Voting Administrator <system@heliosvoting.org=
tome -

Dear Martin Klauéo,

Election URL: https:/vote heliosveoting.org/helios/eftest-hlazovanialvote
Election Fingerprint. Jo v axRsbMmp2mnKjCn yZzcoCgx

Your voter |D: klauco
Your password: x3exgSHMagJ

In arder to protect your privacy, this election is configured
to never display your voter login 1D}, name, or email address to the public.
Instead, the ballot tracking center will only display your alias.

Your voter alias is V1.

IMPORTANTLY, when you are prompted to log in to vote,
please use your *voter ID*, not your alias.

Helios

Pricom, link aj heslo st unikatne, nedaju sa replikovat a su platné len pre jedno konkrétne hlasovanie.

2. Po kliknuti na link, sa ndm zobrazi vstup do hlasovania, kde musime vypisat prihlasovacie Gdaje z emailu.
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Private Election - Please Log In

and can only be viewed by eligible voters.

Please provide the voter ID and password you received by email.
Voter ID: klauca

Password: [ITTTTIYY]

IThis election, with fingerprint 70T9z4+XE71t58LaXRs5Mrp2mnEy CndDI+6vzcECoxY, IS private,

not logged in. ﬁ

3. , ktory potvrdime tlac¢idlom ,Start”. Prv neZ ale budeme pokracovat, si overime nazov hlasovania, popripade

prvych par znakov ,Election FingerPrint“ z emailu.

Helios Voting Booth

exit]

Testovanie hlasovanie

To cast a vote, you will be led through the following steps.
If you have not yet logged in, you will be asked to do so at the very end of the process.

1. Select your preferred options.
You can easily navigate forwards and backwards.

2. Review & Confirm your choices.
Your choices are encrypted safely inside your browser, and you get a smart ballot tracker.

3. Submit your encrypted ballot.

You will be asked to log in to submit your encrypted ballot for tallying

Election Fingerprint: JoI9z4vXE71t5ALaXRs 5Mrp2mnKiCn4dDJ+6yzc8Cgxy

4. Zvolime jednu z moznosti, a klikneme na ,,Proceed”.
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Helios Voting Booth [exit]

Testovanie hlasovanie

| (yselect | @Review | (3)submit ]

Obhéjil $tudent XY pracu?

#1of 1 —votefor 1101

< ano
nie

zdrzal som sa

Election Fingerprint: JoI9Z4vXET1t5ALaXRsSMrp2mnEiCndDJ+6yzc8CaxY help!

5. Systém si vypyta potvrdenie

Helios Voting Booth [exit]

Testovanie hlasovanie

| ()seect | (2)Review | @)submit ]

Review your Ballot .
Audit [optionan

Question #1: Obhajil Student XY pracu?
v ano
[edit responses]

Your ballot tracker is rj+GucUMQHgIU+h84bQe70HINgal +5szbyb7 TO1YASU, and you can print it.

Once you click "Submit”, the unencrypted version of your ballot will be destroyed, and only the encrypted version will remain. The
encrypted version will be submitted to the Helios server.

Submit this Votel

Election Fingerprint: JoI9Z4vXET1t5ALaXRsSMrp2mnEiCndDJ+6yzc8CaxY help!

Svoju moznost potvrdime ,Submit this Vote!“. Hlasovanie sa uz nebude mozné menit.

Vytvoril Martin Klauco
martin.klauco@stuba.sk
30.4.2020
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