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Introduction

The main aim of this paper is to introduce an algorithm for automatic anomaly detection on device
based on its measurements. The algorithm recognizes deviations from normal functioning as a result
of degradation or novel patterns of behavior. Degradation of the modules can be both temporary due
to shading, dirt, or snow and permanent considering hardware faults or aging. The main benefit of
this algorithm is that it enables offline training on unlabeled data without previous knowledge of the
nature of anomalies, unlike approaches with analyst in the loop. Furthermore, by removing the
assumptions, like normal distribution of data and exact knowledge of the number of anomalies, we
created a practical tool that is easy to use and suitable for deployment in a practical setting. The
automatic diagnostic of the device has crucial role in timely maintenance planning and minimization
of economic impact of malfunctioning. The algorithm is based on an ensemble of unsupervised
classification models.

Implementation

The objective was to develop, deploy, and scale an algorithm that would label the most anomalous
observations of the end-of-day production of photovoltaic modules. The time series data were queried
from the database and missing values handled. In feature engineering, we extracted useful information
about the entities from data to improve the performance of the algorithm. The data were split into the
train set and the test set. In unsupervised learning, this step could be omitted, as there are no
preexistent labels to be used for performance validation on test data. However, it is a good practice
to evaluate the algorithm on data that were not seen during its training. For the anomaly detection,
the statistical approach using machine learning was employed. Among all tunable parameters of the
models, the most relevant was contamination rate, for its great influence on overall performance.
Contamination estimator was used to update the outliers rate of detection models by means of the
Tukey’s method. Ensemble of models was trained based on the density-based K-Nearest Neighbors
algorithm. and further used to evaluate the data in the test set, returning outlier scores (extend to
which was the observation considered anomalous/novel) and binary labels (whether the outlier score
was over threshold) and exported to a file for deployment. The results were interpreted by visualizing
the time evolution of most anomalous entities and using a console printed report for summarization.

Experimental Part

For the algorithm development, we used Python, a widely supported high-level programming
language [1]. Data were queried from InfluxDB database using API [2]. For data manipulation and
handling, we employed the package for scientific computing numpy and the data analysis and
manipulation tool pandas [3, 4]. Detection algorithms were covered in a toolkit for outlying object
detection pyod and exported using tools included in the joblib package [5, 6].
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Results and Discussion

The algorithm was successfully deployed on a group of photovoltaic modules. Without previous
knowledge of anomalous patterns, the algorithm not only marked anomalies on the modules but also
pointed out on anomalous behavior of Module 1.6.7 since 5% August 2021 - one month before the
module raised suspicion after manual evaluation. The algorithm is of linear time complexity O(n)
which means that the time grows linearly to the size of the input data set.
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Figure 1. Left: Time series of outlier scores of modules with n outiers > 15 (thick line: 7-day moving
average; thin line: actual values; point: outlier labeled). Right: Avg. running time of training and
evaluation of 50 runs on a single CPU core. No. observations are given for each of the 155 modules.

Conclusion

The developed algorithm proved its potential to automatically detect deviations from the expected
behavior in early stages. The algorithm for automatic anomaly detection could be further used not
only for maintenance planning but also as an input for the photovoltaic prediction algorithm. For
internal operators of machinery and plants that perform tasks requiring extensive visual concentration,
the algorithm could help to pinpoint information about novel or anomalous patterns that might be of
great importance as visual fatigue and tiredness arises.
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